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1 <?xml version-^ 1 .0" encodinF''UTF-8"?> 

2 <lnvoice> 

3 <bookorder> 

4 <ttom> 

5 <title>XML and Java</title> 

6 <IS8N>0201485435</1SBN> 

7 <quantity>l</quantity> 

8 <price>39.95</price> 

9 </item> 

10 </bookorder> 

1 1 <payinent> 

12 <payTo>AAAAA.com. Inc.</payTo> 

13 <biltedTo>Hiro5hf Maruyama</i>illedTo> 
.r, 14 <annount unit="USD*'>39.95</afHount> 

15 <dueDate>Apn, 3, 2000</ducDate> 

^ 16 <paymen[tMethod> 

j^l 17 <creditCard> 

J 1 8 <cardType>MasterCard</c3rdType> 

W 19 <cardHolderName>Hiroshi Maruyama</cardHoldorName> 

13 20 <expirationDate>04/2001 </expirationDate> 

Kii 21 <cardNumber>5283 8304 6232 0010</cardNumber> 

22 </creditCard> 

23 </paymentM6thiod> 

24 </payment> 



25 </lnvoice> 



Fig. 4 



1 I, Hiroshi Maruyama, will pay 39.95 USD 

2 to AAAAA.com, Inc. by Apr., 3, 2000 

3 for the purchase of 1 QTY of book titled 

4 XML and Java. 



Fig. 5 
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<n1:Siert«dinfo5(mlns:nl=''http://www.w3-(>fg/20CK)/0lAmidsig/ > . 

<n1:Canonicaliz3tionM8thodxmlns:nl="http://www,w3.org/2000/01/xr^^^^^ ^ m vi. ^ 

ArgorHhm=*http://www.w3.org/TR/l&99/WD-xmt-ct4n-l9991 115 ></nl:C«nonicai(zationMetho<i> 

<nl:SlenatureMethodxfnlns:n1= httpy/wvAV.w0.wg/20qp/0l/xmid$iff/ 
Algorithm=''http://www.v¥3.org/2000/01/xmldsift/dsa ></nl:$ignatureMethod> 

<n1 -Reference xmlnstn 1 ="http://www-w3.ors/2000/01 /xmldsie/ 

URI=*%docuinent to be signed URI%''> 

<nl;TransforTn$ xmin s:nl="http://www.w3. org/2 000/01 /xmldsig/ > 
<nt:Transfarm xmln5:nl="httpy/ www.w3.org/20C0/Dl/xfnIdsig/ ^ 
Aleorithm=''httpy/www.w3.or«/TR/l999/PR-xpatti-19991008 > 
concatri. \ /Invotce/paynnent/billedTo, will pay . /Invoice/payment/amotjnt . 
/Invoice/payment-'amount/^unit " to . /lnvoice/jpaym«nt/payTo. by . 
/Invol&e/payment/dueDaU, " for the purchase of . 
/Invoice/booltorder/rteni/ctuantity, " QTY of boolt titled . 
/In voico/bookorder/itwn /title. "." ) 
</n1:Transfomi> 

<n1:Transformxmlns:nl-''httpy/www.w3.orjt/2000/01/xmtdsi£/ ^ ^ ^ 

AIeorithm= 'http://www.w3.orgAR/1 999/WO-xml-c 1 4*^-1 9991 1 1 5 ></nl:Tfansform> 
</n1;Transforms> 

<nl:E)ig6stMethod xm(n5:nl="httf>;//www.w3,or5/20D0/01/xmtdsi»/ 

Algorithm=''http:// www.w3.org/2000/01/xmldsig/sha1 ></n1 :pigftstMethod> 
<nt:DigastValue Km!ns:nl=* ''http://www.w3.org/2000/01 /xmldsig/ 
Encoding=''http://www.w3.org/2000/01/xmIdsiK/basc64 > 
% digest value of the summafy text % 
</n1:DieestVaiue> 
</nl:Refarence> 
</n1:SignBEfinfo> 
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<DlgestM6thod Algorit^m=''http://www-w3.ore/2000/0i/xml<tsig/sha1 J> 
<DigestValije Er\coding="http://www.w3.org/2000/Ot/xmldsig/baso64 > 



1 <?xml version=''1.0*'encodinE=''UTF-«''?> 

2 <Signature xmlns=''httpy/www. w3.org/200O/0l/xmldsig/ > 

3 <SignedInfo> . ^ 

4 <Canonicali2BtionM9thodA|gorHhni-''httpy/www.w3.org/TR/1999/WI>x^^^ /> 

5 <Sigfwtur«Method Aigorithm="http://wvw.w3.or^Z000/01/xfnldiig/dfta /> 

6 <Refarflnca URI="http://wvvw.myag«it.com/myor'd«r/20G0/G321.xml > 

7 <Transforms> 

8 transform A(gorithm="http://vmw.w3.org/TIV1999/PR-xpath-1999ira^ _ 
y concatCt. /Irwoice/paymant/billedTo, wili pay /In v<ttc«/paym«nt/a mount, , 

"^i 10 /Invoice/payment/amounfc/@unit " to /Invoice/payment/payTo^ by , 

^'f 1 1 /Invoioc/paymcnt/duoOate. ' for tha purchase of 

,Q 12 /Invoice/bookorder/itam/quantjt]^, " QTY of book trtlad 

rs;, 13 /InvoicB/bDokorder/item/title. ) 

14 </Transform> ^ ^ 

„ ;t 15 <TraMform Algonthm=''httpi//w*w.w3.org/TR/1999/WO-)ttnl-cl4n-l999t 115 /> 

! 1 6 </Transf onrns> 

''^! 17 

- 18 _ 

nil 19 KnkofqQS&CINIew59DrhE6Hnrpk= 

'J 20 </0igestVakJ8> 

;^ 21 </Refer«nce> 

22 </Sign«dInfo> 

23 <Stgnalur«Vatu«) 

24 MCwCFBvOflJvgByRVVHjMOYJ47qfkoOITAhRr$uaOglGcXrKzOuNIR>tiQTyGFyiw^ 

25 </SignatureVdlu«> 
^"1: 2ft <K9yInfo> 

27 <X509Data> 

2« <X509Name>CN=Hiroshi Manjyama. OU=TRL. O^BM, C=JP</X509Nanie> 

29 <X509Certificatfl> 

3n MUCvTCCAn5CBDh2hc4wCwYHKo2I;ygEAwUAMEQxCzAJBgNVBAYTAkpQMOwwCgYDVQQKEwNJQk 

= 31 OxODAKBgNVBA^TAI RSTOeZMBcGAI UEAxMQSGIyb3NoaSBNYX Jl «WPtYTAeFw05OTEyMTcwM0M3 

32 M^RaFwOwMDA^MTYwMDM3M^RaMEQ>^CiAJBgNVBAYTAkpQMQwwCgYDVQQKEw^WOkOxDDAKBgN 

33 VBAsTAI RSTOEZMBcGAI UEAxMQ$Glyb3NoaSBNYXJUWFtYTCCAb«wgeEsBgcqhWOOA08MUBHwK 

34 BgG09f10BHXUSKVLfSpwu70Tn9hG3UJzvRADDH)+AtlEmaUVdQCJR+1k9jVi8v8XtuiD2y5tVbK«B04A 

35 dNG/yZmC3a5IQpaSfn+gEexAiwk+7<Kifn8Yb+DtX56aophUPBPuD9tPFHsMCNVOTWhaRMvZl664rYdcq 

36 7/IiAxmdOUgBxwlVAJdgUl«VIvwM5pK§gqlj^AvwWB2tAoGBAPfholXWmj3«y7yrXOa4V?l5IK+ 

37 As9B4JnUVJ)^rUWU/mcQqQgYC0SRZxl+hMKBYTt88JMojlpiJE8FnqLVHyNKOCjrMrs6ZtkW6jfw^ 

38 8ftie«EkOayk8b6oUZCJqlPf4VHnvwaSiaZ«gHtVJWOBTOv+z0kqA4GFAAKBEOCEt2KsJ2rPP0F+VuR4xGt 

39 Q23ogU47HmOY4TEGrUC>iYE9)yqa+Oh/?PtnKi/9+OaiSNHlHDiY4GYh3Kr^fwB7*2BrnAwVLB0^^^ 

40 zb6aok7pj7UaiiRgOp2b/0aFq4ZBDA4a3SrVwiCvuT3STGQykEyPw4wkXgipwGb+NDfKUqCjALegoqhkjO 

41 O AQ08Q ADLwAwtAHJZeGr8xv9/LwgNBFbr9ikSq2wy5QCFHJOnTNOgisZOI6 1 +02ycivpOXHE 

42 </XW9Certificat*> 

43 </XS09DatB> 

44 </Kaylnfo> 

45 </Signat lire/ 



Fig. 7 



